ROMAN SEMENOV

Conspiracy to Commit Money Laundering; Conspiracy to Operate an Unlicensed Money Transmitting
Business; Conspiracy to Violate the International Emergency Economic Powers Act

Li/at,
DESCRIPTION
Aliases: Poma, Roma
Date(s) of Birth Used: November 8, 1987 Place of Birth: Novocherkask, Russia
Hair: Brown Eyes: Green
Sex: Male Race: White

zkSNARK Researcher, Backend Developer, Blockchain

Gl Researcher and Developer

Nationality: Russian

REMARKS

Semenov has ties to Turkey; Dubai, United Arab Emirates; and Moscow, Russia.

DETAILS

Roman Semenov is wanted for his alleged involvement in criminal activities regarding conspiracy to commit: money laundering, sanctions violations, and money
service business violations. Semenov is allegedly one of the founders of the Tornado Cash service, a cryptocurrency mixer that allowed its customers to engage
in untraceable transfers of cryptocurrency. Semenov and his co-conspirators allegedly created the core features of the Tornado Cash service, paid for critical
infrastructure to operate the service, promoted the service, and made millions of dollars in profits from operating the service. The Tornado Cash service was
ultimately used to launder more than $1 billion in criminal proceeds.

In April and May of 2022, the Tornado Cash service was allegedly used by the Lazarus Group, a sanctioned North Korean cybercrime organization, to launder
hundreds of millions of dollars in hacking proceeds. Semenov and his co-conspirators allegedly knew that the Tornado Cash service they were operating was
engaging in these sanctions-violating transactions. They allegedly continued to operate the Tornado Cash service and facilitate hundreds of millions of dollars in
further sanctions-violating transactions, helping the Lazarus Group to transfer criminal proceeds from a cryptocurrency wallet that had been designated by the
Office of Foreign Assets Control as blocked property.

A federal arrest warrant was issued by the United States District Court, Southern District of New York, New York, New York, on August 21, 2023, after Semenov
was charged federally with Conspiracy to Commit Money Laundering; Conspiracy to Operate an Unlicensed Money Transmitting Business; and Conspiracy to
Violate the International Emergency Economic Powers Act.

If you have any information concerning this person, please contact your local FBI office or the nearest American Embassy or Consulate.

Field Office: New York


https://www.fbi.gov/contact-us/field-offices/newyork
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